Risk Assessment Matrix for Schools Implementing Al

Introduction

The following risk assessment matrix is intended to help schools identify, evaluate, and
mitigate risks associated with implementing Artificial Intelligence (Al) in educational

processes.

The matrix considers potential risks across various domains, including data protection,

ethical considerations, and operational integrity. There is a particular focus on safeguarding

and wellbeing issues, highlighting potential risks to student welfare and offers strategies to
mitigate these risks effectively. Schools should amend the content of the matrix as
necessary and consider the risk profile that is relevant to their own circumstances.
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Likelihood and Impact Definitions

Likelihood: The likelihood that the identified risk will occur.
o Low: Unlikely to occur under normal circumstances.
o Medium: Possible occurrence based on past trends or vulnerabilities.
o High: Likely to occur without intervention.
Impact: The severity of impact should the risk materialise.
o Low: Minimal disruption with limited consequences.
o Medium: Moderate disruption affecting key processes.

o High: Significant disruption with severe consequences.

Action Plan

Schools may wish to create an action plan based on the findings of the risk assessment
matrix. Your plan should consider a before and after approach to demonstrate the intended
impact of your proposed actions. These actions might include (amend as relevant).

1.

Appoint a safeguarding lead to oversee Al implementation and its impact on student
welfare.(Head Teacher).

Deliver regular training for staff on online safety, Al ethics, and responsible use.

Audit the curriculum to identify where these Al related issues might be incorporated
into existing or new curricular programmes.

Establish transparent reporting mechanisms for any safeguarding or wellbeing
concerns linked to Al.

Collaborate with parents and carers to raise awareness about Al risks and best
practices.




6. Conduct annual reviews of Al tools and their impact on student wellbeing, updating
the risk matrix as needed.
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